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Avaxowavetat ot 1 Ilepupepeia AvatoAdikrg Makedoviag @parng (Turjua ITAnpogopikrg

[TE KaBdAag ) ota mAaiola tng eupubung kat anpookoItng Asttoupyia 0Aev 1oV YIInpeoiov

rou oteydlovrat oto Aowkntpto g ILE. Kafdlag, Oa dextel 01KOVOUIKEG TIPOOPOPES UE

KPP0 KATAKUP®ONG Tr XAPNnAotepn T ya tnv mnpourfeia 200 adsiodv xprong

Aoyiouikou mpootaociag ( Antivirus ) yia to ocuvodo wov H/Y tng Iepipepeiakng

Evotntag KafBdAag i 11§ MTAPAKAT® IPodlaypa@es Ornmg autég IEPyPA@ETal MapaKAt® :

ITIAPATIOMITH
A/A ITPOAIATPAPH AITAITHZH | AIIANTHZIH
TEKMHPIQZHZ
1 Tevika
Ta myv npootaocia anod Kar6BouAo Aoylopikd ota TEPUATIKA
1.1 Kat toug e§urnpetntég tou €pyou Ba rpoopepBouv x (200) NAI
adeteg antivirus xpovikng didpkelag x (2) stov
1.2 Na avagepbei o Kataokeuaotrig Kat o turog NAI
Yroot)pi§n yua tg €€rg mAatpopeg AETTOUPYIKGOV OUCTHAT®V:
- Microsoft Windows XP, Vista, 7, 8, 10
- Microsoft Windows Server 2003(R2), 2008(R2), 2012(R2),
1.3 2016 NAI
- Linux pe kernel 2.6.x kat vedtepa
- Mac OS X
- Android 4 1) vedtepo
2 E§e1diksuon toV anattioswv npootaciag
Auvatdtnta avixveuong kat kKabapiopou 6AeV TV TUNeV
2.1 . . . ) - NAI
anelA@v: viruses, trojans, dialers, spyware, jokes, hoaxes
2.9 Auvatdnta avtopatng avixveuong & kabapiopou v NAI
) poava@epBEvIeV AeA®V o8 TTPAYPATIKO XPOVO
23 Auvatdtnta ermdoyng avixveuong malware oe S1KTUAKEG NAI
) tortoBeoieg, on-demand Kat oe paypatikd Xpovo
24 Na napéxetat cloud reputation database yia apeocotepn NAI
) pootaoia aro VEEG AmelAEg
25 Yrootr)pi§n texvodoyiwv Advanced heuristics/DNA/Smart NAI
) Signatures ywa duvatdnta avixveuong dyvaotev 1oV
2.6 Auvatotnta yua host intrusion prevention system NAI
2.7 H avavéwon tev signature files va eivat incremental NAI
Auvatdtnta Rollback tev Signature Files oe riponyoUpevn
2.8 €xk60071) TOU Pe TaUTOXPOVH ITAUOT] TOV EVIIIEPDOEDV, NAI
ermA£yoviag To Kevipikda 1 areubeiag arno to client
Auvatounta KatefAopatog eVIIEPMOERV e VEOTEPES engines
2.9 ou Bpiokovial oe SoK1PaAoTKO 0tddio, ermAéyoviag to NAI
KEVIPpIKA 1) aneuBeiag and to client
Auvatonta va propet va yivet éva client update server yia ta
2.10 | uvnddoua clients tou §1KTUOU XWPIG TNV EYKATACTAOT] TUILATOS NAI
g KovooAag draxeiplong 1) dAAou efwtepikou software
211 Auvatointa yua SSL/TLS filtering ota nipotokoAAa HTTPS, NAI
) IMAPS, POP3S
Auvatdtnta prlokapiopatog 6Aov te@v ogdidov tou Internet oe
212 éva client kaBag kat Siaxeipion v 0eAidwv 10U PITOPOUV va NAI
’ etvat 6taBeopeg oto Xprjotn ava Katnyopia, I.X. arotportt)
eriokeyng oe ogdideg social media, streaming videos.
Auvatdtnta nipootaociag oe diktuako erinedo pe client based
2.13 | Firewall, pe duvatotta gidtpapiopatog oe erinedo Bupmv kat NAI
EQPAPHIOYDV O E10£PXOPEVEG KAl EEPXOEVEG OUVOEDETS.
2.14 | Auvatotnta avixveuong kat arnotportr)g botnet malware NAI
215 Auvatdnta e§aymyrg tov pubpioswv evog client oe apxeio kat NAI

£10aynyng v pubpicenv oe aAdo client and to 1610 apxeio.




A/A

ITPOAIATPAPH

AITAITHZH

ATTIANTHZH

ITIAPATIOMITH
TEKMHPIQZHZ

Na urndpxet evoOUATOPEVE £QAPLOYT] TTOU VA KATAYPAPEL TV
KATAOTAo1] TOU OUCTIIIATOS (EQAPHI0YEG, PrOCESSES, Services
K.d) — KATOITV EVIOANG TOITIKA 1] artd v KovooAa - og pia
XpoVik1 oty (snapshot) kat va anobnkevet ta
aroteAéopata yia oUyKplon toug P TV Katdotaot) tou
OUOTIATOG AITO S1AQOPETIKY] XPOVIKY OTYHI).

NAI

ITapoxr) Bootable Media rou va repiéxet to antivirus wote va
6ivel i Suvatotta ya kabaplopod tou ouoTpatog Xepig va
Xpelaletal va EeKIVI)OEL TO ASITOUPYIKO ouotnpa

NAI

Anatti)oe1g aNOPARKPUCPREVIS KAl KEVIPLKAG Staxeipiong

Kevrpikr) draxeipion 0Adov tov clients 1oV tTeppatikov Kat
servers

NAI

3.2

Yrootr)pi§n roAAarmiev opddev Kat uro-opadev pe
duvatdta eeappoyrg H1aPOPETIKMOV MOATTIK®OV yia KabOe
nepimeon

NAI

3.3

Agttoupyia ipoowpvrg arevepyoroinong rmoAttikeg ava client

NAI

3.4

Auvatonta yua opadeg Sraxeiplong pe Bdaorn 18610tnteg
UTIOAOY10TQV, IT.X. AUTOHNAT opadoroinon) UroAoylotov pe
Windows 10

NAI

3.5

Eykatdotaon & arneykataotaon) g [pootaciag PNeow®
KEVIPIKIG KovooAag (Remote deployment)

NAI

3.6

Na undpxet n duvatodtnta e§aymyng eviaiou MAKEToU Pe 1o
npoypappa npootaociag, ouvdeon dlaxeiplong, MOATIKEG Kat
Vv ddela evepyoroinong

NAI

3.7

Na napéxetal §ex@ploto epyaAeio avixveuong TepPATIK@OV Kat
push eykatdotaong tou Napandve eviaiou MakEou

NAI

3.8

Emxkowvevia tou software povo pe IP, 6nAadn va douldéyet oe
TMEPUTIOOELG OIOU dev UTIApPXOoUV UInpeoieg ovopatodooiag
(DNS servers)

NAI

3.9

Na propet va yivel autopaty avixveuon toVv TEpHRATIKGV ITOU
Bpiokovtat oto tormko Jiktuo, akoOpa Kt av autd dev avrjkouv
oe Active Directory

NAI

Na propei va yivel eloayeyn Alotag 1oV TEPRATIKGOV TOU
diktuou pe ) xprjon CSV apxeiou

NAI

H ermkowvevia tev servers kat tev clients va dtaopalifetat
peow certificate

NAI

Na propet va yivel evepyoroinon oe §iktuo xwpig ouvdeon oto
internet (offline activation)

NAI

Na yivetat evnipépwon and to Internet ano kevipiko onpeio,
ano 1o oroio oty ouvexela Ba evnuepBouv 6Aot ot clients
Tou d1ktuou

NAI

Ta antivirus va pnopouv va Aafouv signature files peow
HTTP proxy cache, pe autopatn nmapdkapyr tou o€
nepimwon nou dev givat S1aBo11og 0 proxy server

NAI

Na neptdapfavetat éAeyxog Kat 1801101071 yid o av
UTIAPXOUV EVIIIEPWOELS Yid TO AETTOUPYIKO oUoTd, Kabng Kat
n duvatdnta va 600l evioAr) eviip€épwong AETTOUPYIKOU
OUOTHATOG

NAI

I[MapakodouBbnon dAwv tev clients katl mapaywyr) reports Kat
otatotk®v ot rodAeg popeég (Ilpoypappatiopéva emails,
PDF, PS, CSV, Charts)

NAI

Auvatointa eviaiag Kapaviivag apXeinv rnou avixveubnkav ya
0)o 1o b6iktuo, pe duvatotnteg rpofoAng clients avd arneldn,
eCaywyn) kat e§aipeon

NAI

O server dtaxeipilong va propei va yivel eykatdotaot) Pe tg
napakate pebodoug.

a) Autopatortoupéva pe t poper) Wizard

B) Xelpokivnta, exktedowviag aveSdptnta ta turpata mg
eyKataotaonsg

y) Qg npoeykateotnuévo Virtual Appliance pe Linux OS

NAI

H eykatdotaon tng Bdong dedopévav tng kovoddag Oa mpermet
arnapaitnta va ylvetat oe €va UroAoylotr) oroudnote oto
£0TEPIKO Hiktuo tou Popéa pag Katr oxt oe e§TEPKO SiKTUO
n.x. Cloud.

NAI

3.20

Na napéxetat epyaldeio eAéyxou katdotaong adeiwv Kat
ap1BpoU evePyOITO|0e®V, AKOPA Kl AV AUTEG €XOUV YiVeEl EKTOG
NG KEVIPIKI)G KOVOoOAag. (stand alone gykataotdoeig)

NAI




ITIAPATIOMITH
A/A ITPOAIATPAPH AITAITHZH | AIIANTHZIH
TEKMHPIQZHZ
391 Na napéxetat i dSuvatota draxeipiong Android kat iOS NAI
) OUOKEUMV P10 g 161ag Kovoodag
Na napéxetat i) dSuvatotta agentless rpootaociag
320 pnxavnpatev oe rieptBdAdov VMWare xopig eykataotaon) NAI
’ Aoylopikou antivirus oto Aettoupyikd oUOTIA TOU EIKOVIKOU
PnxXavipatog
H eioodog otnv kovooda draxeipiong va priopet va kAe10w0et
3.23 , . . . NAI
pe rmotonoinon diumdou napayovia (2-factor authentication)
304 Auvatonta eSayayrg v logs kat events oe e§otepko NAI
) ouotnpa Syslog/SIEM pe v unootr)pién tou IBM QRadar
3.05 To pevou ng Kovoodag daxeiplong Kat Tou antivirus yua ta NAI
) workstations va Swatifetat kat otnv EAAnvikn) yAoooa

o Xnuewwveratl 0Tl o1 Iipoo@opig dev eivarl deoueutikeg yia v Avabétouoa apXr) Kat oUte autr
UIToXpeoUTAl Va MPOXMPIOEL AUECA OtV €V AOY® ITpour Oetia.

e H ermdoyr) tou Avadoxou uropet va yivetr kat ava k@61ko CPV 1mpog 0@elog tou dnpooiou
OUPLPEPOVTOG.

e H urinpeoia dev avayvapilel kapia daravn népav g rpoo@opdg mmou diverat.
o 'OlAeg o1 mpofAeropeveg kpatrjoelg 6a Bapuvouv tov pelodotn.

e Metd 1o népag g asloAoynong TV MPocEOP®V 01 CUUUETEXOVTEG Ba evnuepmBouyv (ue
email ) fax)) yia ta anotedéopata g aloAdynong Kat v KAtatagr toug.

e H napovoa npdéorAnon Ba avaptnBel kat otig 1otooeAdideg tng [IAM® www.pamth.gov.gr
rat g ITE Kapaiag www.pekavalas.eu

O @dxkelog tng mpoogopdg Ba uroPAnOei oto ypageio tou Tunuatog ITAnpogopikng
g IME Kapadag 1 taxudpopikag ( 3og ‘Opogog I'pageio 332, EOvikrg Avtiotaong 20,
T.K.65403 ) uéxpt v avetep® KATAANKIIKL NUEPOUNVId.

O1 evdla@epOIEVOl O1KOVOUIKOL (POPEi§ Katabetouv ue v IIPoo@opd Toug Ureubuvn
6rAwon orou Oa dndovetat:

A)ATodéxoual Toug OpoUg Kal TIG TEXVIKEG Ipodiaypageg rou O¢éter n Yrnpeoia otnv
rapouoa nPOoKANOT).

B)E@oocov emideyn avdadoxog, deousuouat va MPOCKOUIO® a aroAoubBa
dikalodoynuikd, 1pog amodeln g un ouvbpoung TV AOYy®V AIOKAEIOUOU  ATO
dladikaoieg ouvayng Onuoociov cuuPfacewv twv rap.l kat 2 wu apbpou 73 Kat ToU
apBpou 74 tou N.4412/2016, eviog dexarnevte (15) nuepwv:

1.Antdortacua IOWIKOU untp®ou. E@ooov mpoxettat yia  €raipeieg  IEPLOPIOUEVNG
euOuvng (E.IT.E.) kat mpooorukeg (O.E. xar E.E.), 1n vunoxpéwon a@opd  otoug
dlaxelplotég g etalpeiag kair e@oOoov TMpoOKeltal ywa avevuueg etaipeieg (AE.), 1
UMoXpEwon a@opd otov AteuBuvovia XUufoudo Kat OAa ta UEAnN ToUu AlOIKNTIKOU
ZuupouAiou wng staipeiag.

2.Popoloyikr) evnuepdtnTa

3.A0PAAOTIKI] evnuePOTNIA Yyld KUPA KAl EIMKOUPIKI] ao@ddewa (apbpo 80




rap.2 tou N.4412/2016)

4. Epooov TipOKeltal yia VOUIKO IIPOOMI0, AIOOSIKTIKA  £yypa@a  VOUUOIIOiNong
KAl EKIIPOOMITO0NG TOU VOUIKOU IpoonItou (dpBpo 93 tou N.4412/2016).

Ye mnepimoon aduvapiag IMPOOKOUIoNG IOV AVETEP®  IMOIOTOUMTIK®V  €VIOG NG
oplobeioag mpoBeopiag o umoynelog avadoxog artoxkAeietalr amno ) dadikaoia rat
Kaleital o au€omg EMOUEVOG OTNV KATATAST OUPHPETEXDV.

MEN
O AvanAnpwTng MpoioTapevog
TpApaTtog MAnpo@opikng

Eupinidng Zaipidng



